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• July 2013: Privacy International filed complaint before UK Investigatory Powers Tribunal 
• Joined by 9 NGOs: American Civil Liberties Union, Amnesty International, Bytes for All, 

Canadian Civil Liberties Association, Egyptian Initiative for Personal Rights, Hungarian 
Civil Liberties Union, Irish Council for Civil Liberties, Legal Resources Centre, Liberty 

• December 2014-June 2015: 3 judgments 

• March 2015: Application challenging judgments before European Court of Human Rights 

• April-September 2016: First round of submissions by Government and applicants 

• July 2017: Case joined with BBW et al. v UK & BIJ & Alice Ross v. UK 

• September 2017: Second round of submissions by applicants 

• November 2017: Oral hearing 

• September 2018: Judgment

Procedural History



Article 8 of the European Convention on Human Rights  

1. Everyone has the right to respect for his private and family life, his home and his correspondence. 

2. There shall be no interference by a public authority with the exercise of this right except such as is in 
accordance with the law and is necessary in a democratic society in the interests of national security, public safety 
or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health 
or morals, or for the protection of the rights and freedoms of others.

“in accordance with law” 

• basis in domestic law 
• accessible 
• foreseeable

“necessary in a democratic society” 

“[The Court] must also ascertain whether the requested 
interception meets the requirement of ‘necessary in a 
democratic society’…including whether it is proportionate 
to the legitimate aims pursued, by verifying, for example 
whether it is possible to achieve the aims by less restrictive 
means.” 

Zacharov v. Russia (2016)

Challenging Mass Interception



Weber & Saravia v. Germany (2006) 

“minimum safeguards that should be set out in statute law in 
order to avoid abuses of power” 

• nature of offences that may give rise to surveillance 
• categories of people who may be subject to surveillance 
• temporal limits on surveillance 
• procedure for examining, using and storing data obtained 
• precautions when disseminating data 
• circumstances for destroying data

Zacharov v. Russia (2015) 

“[the authority] must be capable of 
verifying the existence of a reasonable 
suspicion against the person concerned, 
in particular, whether there are factual 
indications for suspecting that person 
of planning, committing or having 
committed criminal acts or…acts 
endangering national security.” 

“As soon as notification can be carried 
out without jeopardising the purpose 
of the restriction …, information 
should…be provided, to the persons 
concerned.”

Szabo & Vissy v. Hungary (2016) 

“[T]he rule of law implies… that an interference 
…should be subject to an effective control which 
should normally be assured by the judiciary…”

Evolution of Surveillance Safeguards



Challenging Mass Interception
UK Government Observations to ECtHR (April 2016) 

• “may in principle result in the interception of  ‘substantial quantities of 
communications…contained in ‘bearers’ carrying communications to many 
countries” 

• “may in principle authorise the interception of internal communications insofar as 
that is necessary in order to intercept the external communications”

Government Witness Statement to Investigatory Powers Tribunal (May 2014) 

“A person conducting a Google search…[m]aking a post on Facebook, or ‘tweeting’ on 
Twitter” communicates with a server outside of the UK and therefore makes an 
‘external communication’…”



Compare: 

(1) GCHQ intercepts a text between A and B, both located 
in London, as it leaves the UK on a transatlantic fiber optic 
cable. 

VS. 

(2) NSA taps a transatlantic fiber optic cable and gives 
GCHQ access to raw intercept material (including the text 
between A and B). 

VS. 

(3) NSA intercepts the text between A and B as it arrives 
in the US on a transatlantic fiber optic cable and provides 
it - solicited or unsolicited - to GCHQ. 

Challenging Intelligence Sharing
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Judgment Highlights: Mass Interception

• Within a state’s “margin of appreciation” - i.e. does not per se violate Article 8 

• UK program unlawful because: 

• Lacked sufficient oversight over: 
• Selection of “bearers” 
• Filtering and selection of comms using “selectors” and “search criteria” 

• Lacked no safeguards over: 
• Interception and processing of communications-related metadata



Judgment Highlights: Metadata
“[T]he Court is not persuaded that the acquisition of related 
communications data is necessarily less intrusive than the acquisition 
of content. For example, the content of an electronic communication 
might be encrypted and, even if it were decrypted, might not reveal 
anything of note about the sender or recipient. The related 
communications data, on the other hand, could reveal the identities 
and geographic location of the sender and recipient and the 
equipment through which the communication was transmitted. In 
bulk, the degree of intrusion is magnified, since the patterns that will 
emerge could be capable of painting an intimate picture of a person 
through the mapping of social networks, location tracking, Internet 
browsing tracking, mapping of communication patterns, and insight 
into who a person interacted with…” (§ 356)



Judgment Highlights: Intelligence Sharing

“As with any regime which provides for the acquisition of 
surveillance material, the regime for the obtaining of such 
material from foreign Governments must be ‘in 
accordance with the law’…Furthermore, it must be 
proportionate to the legitimate aim pursued, and there 
must exist adequate and effective safeguards against 
abuse. In particular, the procedures for supervising the 
ordering and implementation of the measures in question 
must be such as to keep the ‘interference’ to what is 
‘necessary in a democratic society’.” (§422)



Judgment Highlights: Intelligence Sharing
“Indeed…as States could use intelligence sharing to 
circumvent stronger domestic surveillance procedures 
and/or any legal limits which their agencies might be 
subject to as regards domestic intelligence operations, a 
suitable safeguard would be to provide that the bulk 
material transferred could only be searched if all the 
material requirements of a national search were fulfilled 
and this was duly authorised in the same way as a search 
of bulk material obtained by the signals intelligence 
agency using its own techniques’.” (§423)



Judgment and Investigatory Powers Act 2016

MASS INTERCEPTION 

• No oversight of selection of “bearers” 
• No oversight of use of “selectors” and “search criteria” 
• No safeguards for communications-related metadata

INTELLIGENCE SHARING 

• Intelligence sharing confined to “receipt” of information







“Our research suggests that 
most countries around the 
world lack domestic legislation 
governing intelligence sharing.”



“2. When assessing…adequacy…the Commission shall, in particular, take account of…: 

a) the rule of law, respect for human rights and fundamental freedoms, relevant 
legislation, both general and sectoral, including concerning public security, 
defence, national security and criminal law and the access of public authorities to 
personal data, as well as the implementation of such legislation, data protection 
rules, professional rules and security measures, including rules for the onward 
transfer of personal data to another third country or international organisation 
which are complied with in that country or international organisation, case-law, as 
well as effective and enforceable data subject rights and effective administrative 
and judicial redress for the data subjects whose personal data are being 
transferred…"


